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and remains the exclusive property of Lieberman Softwalfehere are any problems in the
documentation, please report them to Lieberman Software in writingeberman Software does not
warrant that this document is erreiree.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or
by any means, electronic, mechanical, photocopying, recording or otherwiseuwit® prior written
permission of Lieberman Software.

Microsoft, Windows, Word, Office, SQL Server, SQL Express, Access, MSDE) @gldvtSeither
registered trademarks or trademarks of Microsoft Corporation in the United States and/or other
countries.Other brands and product names are trademarks of their respective owners.

~ LIEBERMANSOFTWARE

Lieberman Software Corporation
1900 Avenue of the Star
Suite 425
Los Angeles
CA 90067
310.550.8575
Internet EMail: support@liebsoft.com
Website:http://www.liebsoft.com






INTRODUCTION

IN THIS CHAPTER

LiCENSE AQIEEIMEINT. .....coiiiiiieiiee ettt 9
Limited Warranty............ooooiiiiiiiniinreereer e e e e e e e e e e e 10






‘ )

LICENSE AGREEMENT

This is a legal and binding contract between you, the end user, and Lieberman Software Corporation. By
using this software, you agree to be bound by the terms of this agreement. If you do not agree to the
terms of this agreement, you should return the sedire and documentation as well as all accompanying
items promptly for a refund.

1. Your Rights: Lieberman Software hereby grants you the right to use User Manager Pro to manage the
licensed number of systems purchased. This software is licensed for assrgle client and its

designated employees, contractors and authorized 3rd parties to manage the systems owned/used by a
single client. The software license may not be shared with unrelated 3rd parties.

The serial number provided by Lieberman Softwiardesigned for installation on a specific machine.

You many install an unlimited number of copies of User Manager Pro for your administrators that
connect to the single licensed machine. All administrators can share the pool of purchased managed
node Icenses.

There are no limits to the number of web servers or clients that may access the data stored by your

f AOSyasSR O02Lk 27F !aSNJalylF3aSNItNR® . 2dz Y@ Ayadl
Random Password Generator Password Recoverii@on S¢ gA G K &2 dzNJ RdzZ & f A0Sy 4!
Pro + Random Password Generator without any additional payment to Lieberman Software.

The cost of Microsoft web servers, SSL certificates, and other supporting equipment and technology are
the sole respasibility of the user of this softwareot Lieberman Software.

2. Copyright. The SOFTWARE is owned by Lieberman Software and is protected by United States
copyright law and international treaty provisions. Therefore, you must treat the software liketaay o
copyrighted material (e.g. a book or musical recording) except that you may either (a) make one copy of
the SOFTWARE solely for backup and archival purposes, or (b) transfer the SOFTWARE to a single hard
disk provided you keep the original solely barckup and archival purposes. The manual is a copyrighted
work alse-you may not make copies of the manual for any purpose other than the use of the software.

3. Other Restrictions: You may not rent, lease, or transfer the SOFTWARE to any other antitayYo

not reverse engineer, deompile, or disassemble the SOFTWARE that is provided solely as executable
programs (EXE files). If the SOFTWARE is an update, any transfer must include the update and all prior
versions.

4. Notice: This software contains functionality designed to periodically notify Lieberman Software of
demo usage and of the detection of suspected pirated license keys. By using this software, you consent
to allow the software to send information to Lielmean Software under these circumstances, and you
agree to not hold Lieberman Software responsible for the use of any or all of the information by
Lieberman Software or any third party.
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When used lawfully, this software periodically transmits to us the brtimber and network

identification information of the machine running the software. No personally identifiable information
or usage details are transmitted to us in this case. The program does not contain any spyware or
remote control functionality thamay be activated remotely by us or any other 3rd party.

~ LIEBERMANSOFTWARE

Lieberman Software Corporation
1900 Avenue of the Stars

Suite 425

LosAngeles

CA 90067

310.550.8575

Internet EMail: support@liebsoft.com

Website:http://www.liebsoft.com

LIMITED WARRANTY

The media (optional) and manual that make up this software are warranted by Liehe®oftware
Corporation to be free of defects in materials and workmanship for a period-dagé from the date of
your purchase. If you notify us within the warranty period of such defects in material and workmanship,
we will replace the defective manuat media.

The sole remedy for breach of this warranty is limited to replacement of defective materials and/or
refund of purchase price and does not include any other kinds of damages.

Apart from the foregoing limited warranty, the software programs areviged "ASS", without

warranty of any kind, either expressed or implied. The entire risk as to the performance of the programs
is with the purchaser. Lieberman Software does not warrant that the operation will be uninterrupted or
error-free. Lieberman Stware assumes no responsibility or liability of any kind for errors in the

programs or documentation of/for consequences of any such errors.

This agreement is governed by the laws of the State of California.

Should you have any questions concerning tlgseAment, or if you wish to contact Lieberman
Software, please write:

Lieberman Software Corporation
1900 Avenue of the Stars
Suite 425
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Los Angeles
CA 90067

You can also keep up to date on the latest upgrades via our webdgitgpatwww.liebsoft.com or
e-mail us atsales@liebsoft.com
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PREREQUISITES

In order to perform an installation of Account Reset Console you will require only a few items:

4 Windows Serverworkstation fine for testing

4 Internet Information Services (IIS) with support for Active Server Pages and ASP.NET Enabled
4 NET Framework v3.5 SP1

4 MS SQL databas&SQL Express fine for testing

4 A privileged account for the COM object

4 Speciic communication ports

The following sections will outline the requirements and rights required to perform a successful
installation of Account Reset Console.

IN THIS CHAPTER

Windows Server REQUIFEMENLS. ........ocuvviiiieeiiiiiiiee e 13
Windows Workstation ReqUIrEMENtS.........ceeeeveeeeeeiieiieniiieeeeeeeeeenn. 14
Internet INformation SErVICES.........oocuvviiiiee i 16
MS SQL Database........cceeeeeiiieiiiiiiiiiiiiiieeeieeree e e e e e e ae e e e e e aaaeeaa e 17
COM ODbBJECt ACCOUNL.......uuiiuiiiriiiiiirriirierrrrrrrerrrereereeeeeaaaaaaaaaaaaeaaaens 17
POrt REQUIFEMENTS.....cciiiiiiiiiiee et 18

WINDOWS SERVER RERBMENTS

A Windows Server operating system will be required for a production installation of Account Reset
Console. Account Reset Console will work fine on a physical server or a virtual machine. For lab/testing
environments, a workstation class operating systerth suiffice. All Service Pack levels and editions are
supported except where specifically noted. Supported versions of Windows are:
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Windows XP Professional, 32bit version*

Windows XP Professional, 64bit version*,**

Windows 7, 32bit version*

Windows 7, 64ltiversion***

Windows Server 2003, 32bit version

Windows Server 2003, 64bit version**

Windows Vista Business Edition or higher, 32bit version*
Windows Vista Business Edition or higher, 64bit version***
Windows Server 2008, 32bit version

Windows Server 2008, 64bit version**

Windows Server 2008 R2, 32bit version

Windows Server 2008 R2, 64bit version**

B T S T T S S S S A S

*These versions are not supported for a production implementation; these versions should only be used
in a testing scenario.

**This applicatdn is provided as a 32bit or 64bit application. Either version may be installed on a 64bit
system. If the 32bit version is installed on a 64bit host system, it will run in a WOW®64 environment on a
64bit system.

Keeping in mind best practices regarding Wiwd and MS SQL hardware requirements, Account Reset
Console will also require:

4 256MB of RAM
4 Approx. 50MB of Hard Drive Space
4 NET Framework v3.5 SP1

This manual does not cover installation of Windows.

WINDOWS WORKSTATIEHQUIREMENTS

Account Reset Console providesaptionalcomponent called dogon ProviderThe logon provider

provides for an addition to the logon dialog (post CTRL+ALT+DEL) where a user can reset and/or unlock
their account.The provided benefit is that a user would not need access to help desk, a kiosk, or a
co-workers computer to get to the website to reset and/or unlock their own account. The user will also
not need to remember the URL for the ARC installation.

The logon povider can be installed locally (manual or scripted) or pushed out with package management
software such as Microsoft's System Center Configuration Manager, Active Directory, or others.
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There are different providers for dealing with 64 bit systems or 32 bit systems. Both are provided in the
download package. Both can be installed on workstation or server class operating systems. The following
operating systems are supported for instalati

Windows XP Professional, 32bit version

Windows XP Professional, 64bit version

Windows 7, 32bit version

Windows 7, 64bit version

Windows Server 2003, 32bit version

Windows Server 2003, 64bit version

Windows Vista Business Edition or higher, 32bit versi
Windows Vista Business Edition or higher, 64bit version
Windows Server 2008, 32bit version

Windows Server 2008, 64bit version

Windows Server 2008 R2, 32bit version

Windows Server 2008 R2, 64bit version

B L L T L T S T N - S S

The Account Reset Console Credential Providertia standalone piece of software; it cannot function
without Account Reset Console. Version number of the LP and ARC should match. This means if ARC is
v5.5, then the LP should also be version 5.5. The Credential Provider can only be installed on the
operaing systems mentioned above. Lieberman Software does not endorse or support the installation of
this product on any other operating system than those listed above.

The Logon Provider can be deployed by manual installation, by use of group policy sdistrévation,
or any other method which may support the distribution of Microsoft MSI packages. The installation of
this software will require your systems to reboot when installation is complete.

To check the version of Account Reset Console, navigaie tARC website. In the loweight of the
page will be the version information.

©2005-2011 Lieberman Software Corporation
ARCWeb: 5.5(111012)
ACL: 5.5 (111010) ARC: 5.5 (111010)

While logged in as an ARC administrator, navigatddnagement | Self Resedand enable the following
options in theForgotten Password & Locked Out Featusestion:
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4 Allow users to reset their own passwords via ID verification (Logon Provider)
4 Allow uses to unlock their own account via ID verification (Logon Provider)

Forgotten Password & Locked Out Features

[¥] Allow users to reset their own passwords via ID verification (Website)

V] Allow users to unlock their own account via ID verification (Website)

V] Allow users to reset their own passwords via ID verification (Logon Provider)
[¥] Allow users to unlock their own account via ID verification (Logon Provider)

Allowed incorrect answers before account lockout: 3
Account lockout timeout (minutes): 3

[¥] Randomly choose verification questions from user’s pool of questions

Number of verification questions user must answer: 3

[l Force user to change password on next login

V] send verification failure to Administrator and Help Desk

The remainder of the options are discussed in the Admin guide.

LT @2dz KI @S |yeée ljdSatdArzya 2N O2yOSNya | 62 dzi
been installed, please contact our support department for assistance. Incorrediatista or poor
security practices could allow the compromise of your passwords.

INTERNET INFORMATIOERVICES

Supported versions of IIS include:

4 1S 5.1*
4 IS 6.0**
4 NS 7.x**

Internet InformationServices (11S) requires the following options be installed/configured:

4 Active Server Pages (ASP)
ASP.NET

Static Content

Default Document

A

[1IS6 compatibility (1IS 7.x options)

* 1S 5.1 is a light/limited version of 1S included with Windows XP Profekamhahould not be used
for production environments.

Installation and configuration of 1S will be covered in the next section.

uKAa
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MS SQL DATABASE

A Microsoft SQL databasgeéll be required at the time of installation and is used for Account Reset
Console's logging database; all actions performed within the tool are logged to this database. This
database may also be used for the storage of verification questions and anshietsaxe used during

self service resetwhen a user reset's their own password, or potentially when a help desk user resets a
user's password.

You may use an existing installation of MS SQL or you may implement a new instance of SQL on the same
server ora different server.

You may use Integrated Authentication or explicit SQL authentication; integrated authentication is the
preferred method of connection as it does not require storage of any connection credentials by the host
system.

Supported versionsfdMS SQL include:

MS SQL Express 2005 32bit or 64bit*
MS SQL Express 2008 32bit or 64bit*
MS SQL Express 2008 R2 32 or 64bit*
MS SQL 2005, 32bit or 64bit

MS SQL 2008, 32bit or 64bit

MS SQL 2008 R2, 32bit or 64bit

MS SQL 2012

L L

*SQL Express versions are netommended or supported for production implementations and should
be used for testing scenarios only.

Installation and configuration of MS SQL 2008 will be covered in the next section.

COM OBJECT ACCOUNT

Aacount Reset Console performs all of its actions via a COM+ object. This object requires the use of a
privileged account. This account should be a domain member and have the following rights and
memberships:

4 Administrator of the web server
4 Account Operator in the domain*
4 Log on as a batch job

*If multiple domains trusting domains will be managed by a single implementation of Account Reset
Console, the COM account must be in the target domain's Account Operators group as well.
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Preconfiguraion of this account will be covered in the next section.

PORT REQUIREMENTS
Following are the required ports that will be used with account reset console:

80/443/other - HTTP/HTTPS port required for accesh&oweb based application. SSL (HTTPS) can be
configured if you implement an SSL certificate for your web server

137,138,139 or 445SMB access to the domain controller to reset a user's password

1433/other - MS SQL communications. This is the default port and can be changed by the SQL
administrator.
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INSTALLATION OF PEBRRIISITES

This section shows the installation and configuration of Account Reset Console's prerequisites on an
existingWindows Installation. You will require access to your Windows source files and administrative
rights on the host system in order to perform thetians outlined in the following sections.

IN THIS CHAPTER

Installing and Configuring LS. 21
MS SOt 87
Configure the COM ODbject ACCOUNL...........coiviuvirriiieeiriiiiiiieeeee s 105
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INSTALLING AND COBBRING IIS

The following sections detail how to install and configure IS on their respective host operating systems.

IN THIS CHAPTER

WINAoWS 2003 @Nd [1S....coeeiieeieeee et e e 22
WINdows 2008 and I1S.........ooeiieieie e 29
How to Configure SSL..........ccccooi e 4B
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WINDOWS 2003 AND IS

To install Internet Information Services in Windows 2003, dpentrol Panebnd clickAdd/Remove
Programsfollowed by theAdd/Remove Windows Componentsutton on the left side of the dialog.

 Add or Remove Programs i 10§ x|

% Currently installed programs: [T show updates Sort by: IName 3

Change or
Remove

Programs e for support information.

Clic ¥ Use arely
_ﬁ-’ To change this program or remove it from your computer, click Change or Remove, Change

Add New
Programs

/ ;Remove\
Windows
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In the Windows Components Wizardialog, highlightApplication Serveand clickDetails.

Windows Components Wizard 3 il

Windows Components
You can add or remove components of Windows.

To add or remove a component, click the checkbox. 4 shaded box means that only
part of the component will be installed. To see what's included in a component, click
Details.

Components:

=) Accessories and Utilities

& Spplication Server .
[] [ Certificate Services 1.8 MB

(] 98] E-mail Services 1.1 MB
[ @4 Fax Servines 79MR :J

Description:  Includes ASP.NET, Intemet Information Services {lIS), and the
Application Server Console.

Total disk space required: 4.4 MB
Space available on disk: 8013.7 MB

< Back | Next > I Cancel I Help
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Enable ASP.NET amdernet Information ServicegllS).Enabling IIS will enable the option with a gray
check box and will also automatically enaBleable network COM+ accesgsighlightinternet
Information Servicesnd clickDetails.

Application Server [ X

To add or remove a component, click the check box. 4 shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Application Server:

(2 Enable network COM+ access
] @ Enable network DTC access
¥ Y intemet Infomation Services 15)
[] 52 Message Queuing

Description:  Microsoft Management Console Snap-in for the Application Server

administrative interface.

Total disk space required: 3.0MB
Space available on disk: 343938 MB

Details...

| 0K I Cancel I

HighlightWorld Wide Web Servicand clickDetails.

Internet Information Services (IIS) 1 x|

To add or remove a component, click the check box. 4 shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Internet Information Services (I1S):

(] @ FrontPage 2002 Server Extensions 146MB ]
"ﬁ] Internet Information Services Manager 1.3MB
[l gj Intermet Printing 0.0MB
] &ZNNTP Service 1.0MB
L] smaSMTP Service 1.2 MB
HQWO(H wWide Web Service S0MB

v

Description:  Includes support for thrattling and restarting data transfers, and a BITS
management console extension.

Total disk space required: 3.3 MB
Space available on disk: 8013.7 MB

| 0K I Cancel
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ClickOKtwo times. This will return to th&/indows Components Wizardialog. Clickextto begin the
installation and configuration of Internet Information Services.

Windows will begin the setup and configuration of 1IS. When the file operations are complete, click
Fnishto close the wizard.

Windows Components Wizard

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components \Wizard.

To close this wizard, click Finish.

The IIS administrators console may be launched by selddtieget Information Services (IIS) Magear
from the Administrative Toolsmenu or by typindgnetmgrat the command prompt or run menu.

It is necessary to create and assign an application pool that uses .NET 2.0 and classic authentication.
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Open IIS and go tapplication Pools right-click and se&lct New | Application Pool Give the application
pool a name and select tdse default settings for new application poalhen clickOK If using IIS 7.x,
skip this step.

Add New Application Pool

Application pool ID: | ARCPool|

— Application pool settings
% Use default settings for new application pool

(" Use existing application pool as template

Application pool name: |Defax ultappPaol _v_|

| QK I Cancel I Help |
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Go to the ARC installation within IIS, typically founBettault Web Site | ArcWebOpen the properties
of the installation and go to thelome Directorytab orVirtual Directorytab asappropriate. Select the
new application pool and then cli€kk

arCwebproperties |

HTTP Headers | Custom Errors I ASP.MET
Virtual Directory I Documents | Directory Security |
The content for this resource should come from:
" A directory located on this computer
" A share located on another computer
" A redirection to a URL

Local path: I C:\Program Files\ARCWebiwww2) Browse... |
™ Script source access IV Log visits

[V Read [V Index this resource

[~ write

[ Directory browsing

Application settings

Application name: | ARCWeb Website Remove |
Starting point: <Default Web Site >\aRC. ..

Configuration... |
Execute permissions: |Scripts only _:]
Application pool: ¥ Uripad |

| QK I Cancel | Apply | Help |

ENABLE ASP.NET SURP®OR IIS 6

If installing this application onto an existing web server and ASP.NET was not previously enabled,
ASP.NET may be enabled by following the procedures outlined Withdows 2003 and lI1Section or
by simply enabling it thdS admin console.
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To enable Active Server Pages on an existing installation of IISindeeret Information Services (I1S)
Managerfrom Administrative Toolsor by typinginetmgr at the Runmenu. In IS, select th&/eb
Services Extensionode. In the d&ils pane (the right pane), sele8SP.NET vand note how its status
is set to "prohibited". Click thAllow button to allow Active Server Pages to be served from IIS.

¥ Internet Information Services (IIS) Manager =] B3

Y9 Fle Action View Window Help l;l!_ﬂ_lll
¢ | AEFRR | 2E| 2] n

?g Internet Information Services @ Web Service Extensions
= 2K332-UMPWEB (local com

_J Application Pools /| web Service Extension | status |
[T] _J ‘Web Sites 7 all Unknown CGI Extensions Prohibited
. © Default Web Site Allaw ¥ all Unknown ISAPI Extensions Prohibited
_ ' ?Icsﬁlrz;nerce W @ Active Server Pages Allowed
: ) e | 3 ASP.NET v1.1.4322 Allowed
_J Web Service Extensior > 3
Properties |48 ASP.NET v2.0.50727 Allowed
\ ASP.NET v4.0,30319 Allowed
%] Internet Data Connector Prohibited
Tasks EI Server Side Includes Prohibited
(3] webDav Prohibited

i Add a new Web service extension. ..

i allow all Web service extensions for a
specific application...

& prohibit all Web service extensions

@ Open Help

< | 21\ Extended A Standard /

|

No further actions are required for IIS.
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WINDOWS 2008 AND IS

The installation experience for IIS 7.5 on Server 2008 R2 is identical and the same procedures can be
followed.

[IS 7 requires the following role services be included when installing IIS 7:
Static Content

Default Document

HTTP Errors

ASR; active server pges (NOT ASP.net)

Static compressionoptional

N T - T SR SR

[IS6 management compatibility

Any items that these components want to add will also need to be included.

To install Internet Information Services in Windows 2008, dperver Managerand select theRoles
node. In the details pane (right side), click #ed Roledink to start theServer Roles Wizard

E. Server Manager ..v| ol x|
File Action View Help
&= 5

5, Server Manager

| Features : .
. View the health of the roles installed on your server and add or remove roles and

m Diagnostics

> features.
Gift Configuratior
=3 storage

~! Roles Summary Roles Summary Help

(~) Roles: 0 of 17installed

= Remove Roles
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From theAdd Roles Wizardialog, seleciWeb Server (I1ISind clickNext

Add Roles Wizard

| L] Active Directory Certificate Services

[ Active Directory Federation Services

[[] Active Directory Rights Management Services
[[] Application Server
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ClickNexton the description page.

Add Roles Wizard

y x|
ﬁ‘? Web Server (IIS)
P
Before You Begin Introduction to Web Server (IIS)
Web servers are computers that have specdific software that allows them to accept requests from dient
Server Roles ; S
computers and return responses to those requests. Web servers let you share information over the Internet, or
Web Server (IIS) through intranets and extranets. The Web Server role indudes Internet Information Services (IIS) 7.0, a unified
. Web platform that integrates IIS 7.0, ASP.NET, and Windows Communication Foundation. IIS 7.0 also features
Role Services enhanced security, simplified diagnostics, and delegated administration.
Confirmation
Things to Note
Erogress i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
Results traffic espedally when there are multiple roles on this computer.

i ' The default installation for the Web Server (IIS) role indudes the installation of role services that enable
- you to serve static content, make minor customizations (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.
Additional Information
Overview of Web Server (IIS)
Overview of Available Role Services in IIS 7.0
1IS Cheddists
% Common Administrative Tasks in IIS
Overview of WSRM

On theSelect Role Servicgmge, under thédpplication Developmenheader, selecASPandASP.NET

By default Windows 2008 or later does not enable support for Active Server Pages, it is added during the
installation of IIS by following these steps. If using an existing installation of 1S where support for Active
Server Pages has not been enabled, péeseeEnable ASP Support for 11Sd7enable support for it.
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By default Windows 2008 or later does not enable support for ASP.NET, it is added during the installation

32

of IS by following these steps. If using an existing installation of IIS where stgypctive Server
Pages has not been enabled, please Erable ASP.NET Support for I page38) to enable support

for it.

Add Roles Wizard

ﬁa Select Role Services

Before You Begin
Server Roles

Progress

Results

Select the role services to install for Web Server (IIS):
Role services:

= [E web Server
= [E Common HTTP Features
Static Content
[V] Default Document
[V] Directory Browsing
[V] HTTP Errors
[] HTTP Redirection
hbide SR

Lo Tk

[] .NET Extensibility

] asp

] car

[] 15API Extensions

[] 15API Filters

[] server Side Indudes
= [E Health and Diagnostics

[¥] HTTP Logging

[] Logging Tools

[¥] Request Monitor

[] Tracing

D Custom Logaing

NN | ~nmina

More about role services

< Previous ” Next > I

2|

Description:

Active Server Pages (ASP) provides a
server side scripting environment for
building Web sites and Web
applications. Offering improved
performance over CGI scripts, ASP
provides IIS with native support for
both VBScript and JScript. Use ASP if
you have existing applications that
require ASP support. For new
development, consider using
ASP.NET.

Cancel

Install

X
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If prompted toAdd role services required for ASP.NETickAdd required role services

Add Role Services [ X|

Add role services required for ASP.NET?

[11

You cannot install ASP.NET unless the required role services are also installed.

Role Services: Description:
= Web Server [IIS) Web Server [IIS] provides a reliable,
= Web Server manageable, and scalable Web application

SR infrastructure.
[= Application Development

ISAPI Filters
.NET Extensibility

Add Required Role Services I Cancel

'!' Why are these role services required? 7
4

On theSelect Role Servicgmge, under theManagement Toolheader, selectlS 6 Management
Compatibilitywhich will also select all sub components. ONelktto continue.
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By default Windows @08 does not enable support for IS 6 Management Compatibility, it is added

during the installation of 1IS by following these steps. If using an existing installation of IS where support
for IS 6 has not been enabled, please Eaable 11S6 Compatibilitgupport for IS {on page4?2) to

enable support for it.

Add Roles Wizard

Before You Begin Select the role services to install for Web Server (IIS):
Server Roles Role services: Description:
: s IIS 6 Management Compatibility
L Dlgest Auﬂ: ntcation : o~ ;I provides forward compatibility for
L] Client Certificate Mapping Authentication your applications and scripts that use
[] 115 Client Certificate Mapping Authentication the two 1IS APIs, Admin Base Object
[] URL Authorization (ABO) and Active Directory Service
Progress Request Filtering Interfact_: (ADSI). You can use existing
e FE):1P iand Domain Resbictions IIS 6 scripts to manage the IIS 7 Web

server.
= [E Performance

Static Content Compression
D Dynamic Content Compression
)

E 1IS Management Console
[] 115 Management Scripts and Tools
b_B Management Service

=]

= [] FTP Publishing Service
[] FTP Server
["] FTP Management Console —

More about role services

[

< Previous Install Cancel
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On theConfirm Installation Selectionpage, clicknstall.

Add Roles Wizard M !

Before You Begin

Server Roles

Web Server (IIS)
Role Services

Progress

Results

Confirm Installation Selections

To install the following roles, role services, or features, dick Install.
@ 2 informational messages below

35

@ This server might need to be restarted after the installation completes.
(~) Web Server (IIS)
@ Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
CPU usage

Web Server
Common HTTP Features
Static Content

Default Document
Directory Browsing
HTTP Errors

Application Development
ASP

ISAPI Extensions
Health and Diagnostics

HTTP Logging

Request Monitor

Security
Request Filtering

Performance

Static Content Compression

Print, e-mail, or save this information

< Previous Next >
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Windows will begi the setup and configuration of IIS. When the file operations are complete Gitick
to close the wizard.

Add Roles Wizard i x|
ﬁi Installation Results
Before You Begin
The following roles, role services, or features were installed successfully:
Server Roles g
Web Server (IIS) G\ L weeniog messege below
Role Services "i-] Windows automatic updating is not enabled. To install the latest updates, use Windows Update irﬁ
¢ “®7 Control Panel to check for updates.
Confirmation =]
Progress &) Web Server {IT5)
The following role services were installed:
P B iy
Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
Application Development
ASP
ISAPI Extensions b
Health and Diagnostics
HTTP Logging
Request Monitor
Security
Request Filtering
Performance ﬂ

Print, e-mail, or save the installation report

< Previous | ext > |

The 1IS adminisaitors console may be launched by selectimgrnet Information Services (1I1S) Manager
from the Administrative Toolamenu, by selectingVeb Serveunder theRolesnode inServer Manager
or by typinginetmgrat the command prompt or run menu.
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Open IIS ando to Application Pools rightclick and selecAdd Application PoalGive the application
pool a name and select to usdet Framework v2.@nd set theManaged pipeline modeo Classid¢hen

clickOK

Add application Pool 2 X]

Name:
IARCPOOI

.MET Framework version;
|.NET Framework v2.0.50727 4|

V' start application pool immediately

| QK I Cancel
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Go to the ARC installation within IIS, typically founBefault Web Site | ArcWebClickOKtwice to
complete the configuration.

Advanced Settings 2 x|

E {(General)
Application Pool DefaultAppPool
Physical Path c:program files\arcweb'\www2
Physical Path Credentials
Physical Path Credentials Logon Type ClearText

Yirtual Path JAarcweb
E Behavior
Enabled Protocols http

Select Application Pool K3 B3 |

Properties:

Net Framework Yersion: 2.0
Pipeline mode: Classic

| QK I Cancel

Application Pool
[applicationPaool] Configures this application to run in the specified application pool.

QK Cancel

/4

ENABLE ASP.NET SURP®OR IIS 7

If installing this application onto an existing web server and ASP.NET was not previously enabled, turn it
on by using following the procedure.
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In Server Manageselect the Roles node, expand the Web Server (11S) heading and clickAddtRole

Servicedink.

E_‘ Server Manager

=10l

File Acton View Help
%= d
 RRRRRREsssummeeSSSSS—=...,.,,,,,,,=,—.,,,,,,.,,,,__,_,___;_;_;_;_;_;_;_;—__sswswwww
Features P\
#m Diagnostics A View the health of the roles installed on your server and add or remove roles and features.
| configuration
Storage a
(~] Roles Summary Roles Summary Help
(~) Roles: 1of 17installed 3@ Add Roles
§3 Remove Roles
Web Server (IIS)
|~ Web Server (1IS) Web Server (IIS) Help
Provides a reliable, manageable, and scalable Web application infrastructure.
(~) Role Status Go to Web Server (IIS)
Messages: None
System Services: All Running
Events: None in the last 24 hours
(~) Role Services: 15installed
Role Service [ status j | #& Remove Role Services
. Weh Server Tnstalled ﬂ
4 | | Ll /1, Console cannot refresh until computer is restarted Restart

On theSelect Role Servicgmge, under the Application Development header, sefé8P.NET
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Add Role Services B3

B :
é\’:;a Select Role Services

Select the role services to install for Web Server (IIS):

Confirmation Role services: Description:
Progress Bl [ Web Server (Installed) o | ASP.NET provides a server side object
~ oriented programming environment
Results = [@ Common HTTP Features (Installed) for building Web sites and Web
Static Content {Installed) applications using managed code.
Default Document (In: ASP.NET is not simply a new version
Directory B of ASP. Having been entirely re-

architected to provide a highly

HTTP Errors ({Insta . X ‘
. BT productive programming experience
L] HTTP Redirection based on the .NET Framework,
L[] ASP.MNET provides a robust
=B s 1 infrastructure for building web

D. : applications.
[ ] .MET Extensibility

ASP (Installed)
[] car

ISAPI Extensions (Installed)
[] 154PI Filters
[] server Side Includes

= [@ Health and Diagnostics (Installed)
HTTP Logaing (Installed)
[] Logging Tools
Request Monitor (Installed)

[ Tracina hd

More about role services

< Pre«xnzusl ldext > | Install || Cancel I
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If prompted toAdd role services required for ASP.NETlickAdd required role servicesThis will
automatically add ISAPI Extensions.

Add Role Services [ X

Add role services required for ASP.NET?

You cannot install ASP.NET unless the required role services are also installed.

(11

Role Services: Description:
= Web Server [IIS) Web Server [IIS] provides a reliable,
= Web Server manageable, and scalable Web application

R infrastructure.
= Application Development

ISAPI Filters
.NET Extensibility

Add Required Role Services I Cancel

(‘.'i'_.' Why are these role services required?
Y
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On the Select Role Services page, tliekt. On the Confirm Installation Selections page, dfiskall.
Windows will begin the setup and figuration of [IS. When the file operations are complete, dildse
to close the wizard.

Add Role Services E3

= oS
EE\I}’ Installation Results

Role Services . . .
The following roles, role services, or features were installed successfully:

Confirmation
Progress ~) Web Server (IIS) ) Installation succeeded
Resulks The following role services were installed:
Web Server
Application Development
ASP.NET

.NET Extensibility
ISAPI Filters

Print, e-mail, or save the installation report

= Previous I fdext > I Close I Cancel |

There are no further actions to perim once the wizard completes.

ENABLE [IS6 COMPATLIBY SUPPORT FCR1I

If installing this application onto an existing web server and IS 6 Compatibility was not previously
enabled, turn it on by using following the procedure.
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In Server Manageselect theRolesnode, expand th&Veb Server (II)eading and click on thédd Rde

Servicedink.

E_‘ Server Manager

File Acton View Help

E =10l

9|7z H

g Server Manager (

Features
4 Diagnostics
gj Configuration

Storage

HEEEE

(~ Roles Summary

(~ Roles: 1of 17installed

Web Server (IIS)

Provides a reliable, manageable, and scalable Web application infrastructure.

(~) Role Status

Messages: None

System Services: All Running
Events: None in the last 24 hours

(~] Role Services: 15 installed

%} View the health of the roles installed on your server and add or remove roles and features.

Roles Summary Help

S Add Roles
&RemoveRoles

Web Server (II5) Help

[ Go to Web Server (II5)

Role Service

[ status

| S Remove Role Services

. Weh Server

Tnstalled

4 | | LI /1, Console cannot refresh until computer is restarted Restart
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On theSelect Role Servicgmge, under thaManagement Tooldieader, selectlS 6 Management
Compatibilitywhichwill also select all sub components. Chixtto continue.

Add Roles Wizard

Select Role Services

Before You Begin Select the role services to install for Web Server (IIS):
Server Roles Role services: Description:
Web Server : P 1IS 6 Management Compatibility
i % gingest Auﬂ.wﬁenhcahon y ST :J provides forward compatibility for
Role Services ient Certificate Mapping Authentication your applications and scripts that use
Confirmation [] 115 client Certificate Mapping Authentication the two 1IS APIs, Admin Base Object
[] URL Authorization (ABO) and Active Directory Service
Progress Request Filtering Interfacg (ADSI). You can use existing
Results [] 1P and Domain Restrictions 115 6 scripts to manage the 115 7 Web

server.
= [E Performance

Static Content Compression
[] pynamic Content Compression

1IS Management Console
D IIS Management Scripts and Tools
["] Management Service

=[] FTP Publishing Service
[] FTP Server
["] FTP Management Console

Led

More about role services

< Previous I Install | Cancel |
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On theSelect Role Servicgmge, clichext. On theConfirm Instdlation Selectiongpage, clicknstall.
Windows will begin the setup and configuration of 1IS. When the file operations are complet€&lokek
to close the wizard.

Add Role Services i P ﬁl
i 3 -
Installation Results
Role Services
The following roles, role services, or features were installed successfully:
Confirmation
/1 1warning message below
Progress
Results \iﬁ} Windows automatic updating is not enabled. To install the latest updates, use Windows Update in
%" Control Panel to check for updates.
(~) Web Server (1IS) ‘.@? Installation succeeded
The following role services were installed:
Web Server
Application Development
ASP
ISAPI Extensions
Management Tools

1IS 6 Management Compatibility
1IS 6 Metabase Compatibility
1IS 6 WMI Compatibility
1IS 6 Scripting Tools
1IS 6 Management Console

Print, e-mail, or save the installation report

Canicel |

< Previous | Next >

There are no further actions to perform once the wizard completes.
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HOW TO CONFIGURE SSL

This product does not ship with an SSL certificate for encryption between the password retrieval website
and the client browser. This means it is up to the web server admin to configure SSL and determine
which certificate to use.

See the following pagesrfeonfiguring SSL on either 1IS 6 or IS 7+.

SSL WITH IIS-&/ITH AN EXISTING CER

In order to encrypt transmissions from the web server (11S) to the client browser, to protect the

privileged passwords while they are in transit, it is necessary to configure SSL. This product does not ship
with a preconfigured SSL certificate. Certificates can be obtained through a public certification authority
or through an internal private certificat@uthority or numerous free utilities. The following steps

presume that a certificate is already available and installed on the host web server.

Open Internetinformation Services (1IS) Managéom the Administrative Tools Go the website that
hosts the poducts web pages or hosts the virtual directory for the web pages.

_F J Internet Information Services
=) 8 2K332-UMPWEE {local computer)
[+ __J Application Pools
_J Web Sites
= Q Default Web Site
prcweb
‘f} PWCWeb
as) WebReportingforUMP
| aspnet_client
_J eCommerce Site

@

b@@@m
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Note that the SSL port is likely empty indicating that no SSL configurations have been previously
performed.

Default Web Site Properties [ 2 X]

Directory Security I HTTP Headers | Custom Errors | ASP.NET
Web Site | Performance | ISAPI Filters I Home Directory I Documents

—Web site identification

Description: vefault Web Site

IP address: |(All Unassigned) L‘ Advanced... |
TCP port: IBU SSL port: I

—Connections

Connection timeout: I 120 seconds

[V Enable HTTP Keep-alives

—IV Enable logging

Active log format:

[w3C Extended Log File Format x| Properties... |

| QK I Cancel apply Help
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On theDirectory Secuty tab, clickServer Certificatdrom the Secure communicationarea at the
bottom of the tab.

Default Web Site Properties K E3 l

webSite | Performance I ISAPI Filters I Home Directory I Documents
Directory Security | HTTPHeaders |  CustomErrors | ASP.NET

— Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource, EdiE

— IP address and domain name restrictions

) Grant or deny access to this resource using
1P addresses or Internet domain names.,

Edt... |

—Secure communications

Require secure communications and
enable client certificates when this
resource is accessed. I

Server Certificate. .. |

Yiew Certificate, ,,

Edt... |

QK Cancel Apply | Help |
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TheWelcome to the Web Server Certifite Wizardwill appear. Clicklext.

Welcome to the Web Server Certificate Wizard.
Welcome to the Web Server

Q Certificate Wizard
N

This wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Status of your Web Server:

Your Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate “Wizard will help you to create a new
certificate for this Web Server or attach to an
existing certificate.

To continue, click Next.

ClickAssign an existing certificatend clickNext

I1IS Certificate Wizard
Server Certificate
These are the methods for assigning a certificate to a \Web site.

Select the method you want to use for this web site:

{" Create a new certificate.

{* ‘Assign an existing certificate:

" Import a certificate from a Key Manager backup file.
" Import a certificate from a .pfx file

" Copy or Move a certificate from a remote server site to this site.

< Back I Nexst > I Cancel




Installation of Prerequisites 50

Select the appropriate certificate from the available list of certificates. Qs

IIS Certificate Wizard B3
Available Certificates
The certificates you can use for your Web server are listed below. ®
N

Select a certificate

lssued To l Issued By I Expiration Date I Intended Purpose | f
2k332-umpweb demo-2KBR2-3-CA  6/20/2013 Server Authentic... [
< | i

| < Back I Newts I Cancel I
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Enter the desired SSL port. HTTPS defaults to port 443. If an alternate port is selected, this must be
reflected in the URL as HTTPS://addngsd_number/... ClickNext

1S Certificate Wizard ]|
SSL Port
Specify the S5L port for this web site. ®
N

SSL port this web site should use:
443

< Back I Next > I Cancel
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On the summary page, ensure the certificate is correct and Nkok

11S Certificate Wizard
Certificate Request Submission
You have chosen to submit the following certificate request. ®
S

To submit this request, click Next.

Certification Authority: 2k8r2-3.demo.msft
demo-2K8R2-3-Ca

Request parameters:

lssued To 2k332-umpweh}

Friendly Name Default Web Site

Country/Reagion us

State / Province Ca

City Los Angeles

Organization LSC

Drganizational Unit LSC

< Back I Next > I Cancel ‘

ClickFinish

IIS Certificate Wizard
Completing the Web Server

% Certificate Wizard
I

You have successfully completed the Web Server
Certificate wizard.

A certificate is now installed on this server.

If you need to renew, replace, or delete the certificate in the
future, you can use the wizard again.

To close this wizard, click Finish.
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To view the certificate once installed, on tbérectory Securitytab, selectView Certificatefrom the
Secure communicationarea.

Default Web Site Properties [ 2] X] I

webSite | Performance | 1SAPIFiters | HomeDirectory | Documents
Directory Security I HTTPHeaders |  CustomErrors |  ASP.NET

— Authentication and access control

Enable anonymous access and edit the
w authentication methaods For this resource. Edit... |

—IP address and domain name restrictions

() Grant or deny access to this resource using
IP addresses or Internet domain names.

Edit...

—Secure communications

Require secure communications and
enable client certificates when this
resource is accessed.

:Server Certificate. ., :

Yiew Certificate. .. |

Edi... |

QK Cancel Apply I Help I
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ClickOKto close the certificate properties.

Certificate k3 E3

General lDetaiIsI Certification Path |

y =t | Certificate Information

This certificate is intended for the following purpose(s):
«Ensures the identity of a remote computer|

Issued to: 2k332-umpweb
Issued by: demo-2K8R2-3-CA

¥alid from 6/21/2011 to 6/20/2013

?} ‘You have a private key that corresponds to this certificate.

Issuer Statement I

54
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To configure the requirements for SSL, Onfectory Securitytab, clickEditfrom the Secure
communicationsarea.

Default Web Site Properties Ed B3
WebSite | Performance I ISAPI Filters I Home Directory I Documents

Directory Security l HTTP Headers |  CustomErors | ASP.NET

— Authentication and access control

Enable anonymous access and edit the
w authentication methods for this resource. Edit... I

—IP address and domain name restrictions

(=) Grant or deny access to this resource using
IP addresses or Internet domain names.

Edt... |

— Secure communications

Require secure communications and =
enable client certificates when this server Certificate. .. |

resource is accessed.

Yiew Certificate. .. |

QK Cancel Apply Help
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To require the use of SSL, selReqjuire secure channel (SSIp require 128 bit encryption, also select
Require 128&bit encryption. No further configurations are required. CIOKto close tle properties.

Secure Communications [ X|

v Require secure channel (SSL)

IV Require 128-bit encryption:

 Client certificates
' Ignore client certificates
" Accept client certificates
" Require client certificates

™ Enable client certificate mapping

Client certificates can be mapped to Windows user
accounts. This allows access control to resources using :
client certificates. Edit. |

™ Enable certificate trust list
current CTL | 2

MEW, . | Edit. .. I

| QK I Cancel | Help I
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To see the correct port assignment on the Web Site tab, OK aogewe the properties. The SSL port
should now be setb the value determined earlier during the SSL certificate assignment.

Default Web Site Properties K E3 |

Directory Security I HTTP Headers | Custom Errors | ASP.NET I
Web Site I Performance | ISAPIFiters | Home Directory | Documents |

—\Web site identification

Description: efault Web Site

IP address: |(.0.II Unassigned) _'_l Advanced... |
TCP port: Iso SSLport: | 443

— Connections

Connection timeout: I 120 seconds

[V Enable HTTP Keep-alives

—Iv Enable logging

Active log format:

[w3C Extended Log File Format v| Properties... |

[ ok | cancel | el Help

SSL WITH IS ®&O EXISTING CERT

In order to encrypt transmissions from the web server (11S) to the client browser, to protect the

privileged passwords while they are in transit, it is necessary to configure SSL. This product does not ship
with a preconfigured SSL certificate. Certificates can be obtained through a public certification authority
or through an internal private certificate authority or numerous free utilities. The following steps

presume that a certificate is NOT already installed onhthgt web server and must be requested.
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Open Internetnformation Services (1IS) Managéom the Administrative Tools Go the website that
hosts the products web pages or hosts the virtual directory for the web pages.

?g Internet Information Services
=98 2K332-UMPWEB (local computer)
E] +_J Application Pools
=) Web Sites
: E]Q Default
b proweb
: ‘f" PWCWeb
“up) WebReportingforUMP
<) aspnet_client
) eCommerce Site

o

Note that the SSL port is likely empty indicating that no SSL configurations have been previously
performed.

Web Site

Default Web Site Properties [ 2] X]
Directory Security I HTTP Headers ] Custom Errors I ASP.NET
Web Site | Performance | ISAPI Filters l Home Directory I Documents

—Web site identification

Description: yefault Web Site

IP address: |(All Unassigned) LI Advanced... |
TCP port: IBU SSL port: I

—Connections

Connection timeout: I 120 seconds

[V Enable HTTP Keep-alives

—Iv Enable logging

Active log format:

[w3C Extended Log File Format x| Properties... |

| QK I Cancel apply Help
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On theDirectory Securitytab, clickServer Certificatdrom the Secure communicationarea at the
bottom of the tab.

Default Web Site Properties K E3 l

webSite | Performance I ISAPI Filters I Home Directory I Documents
Directory Security | HTTPHeaders |  CustomErrors | ASP.NET

— Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource, EdiE

— IP address and domain name restrictions

) Grant or deny access to this resource using
1P addresses or Internet domain names.,

Edt... |

—Secure communications

Require secure communications and
enable client certificates when this
resource is accessed. I

Server Certificate. .. |

Yiew Certificate, ,,

Edt... |

QK Cancel Apply | Help |
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TheWelcome to the Web Server Certificate Wizandll appear. Clicklext.

S

AN

Welcome to the Web Server Certificate Wizard.

Welcome to the Web Server
Certificate Wizard

This wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Status of your Web Server:

Your Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate “Wizard will help you to create a new
certificate for this Web Server or attach to an
existing certificate.

To continue, click Next.

SelectCreate a new certificatand clickNext.

IIS Certificate Wizard
Server Certificate

These are the methods for assigning a certificate to a \Web site.

Select the method you want ta use for this web site:

(e iCreate a new certificate:

(" Assign an existing certificate

" Import a certificate from a Key Manager backup file.

" Import a certificate from a .pfx file

" Copy or Move a certificate from a remote server site to this site.

< Back | Next > I Cancel
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If there is already an internal certificate authority that can assign tickets, seéuithe request
immediately to an online certification authority If there is no CA and the request must be sent off to a
third party (e.g. Verisign), then chooBeepare the request now, but send it lateClickNext.

IIS Certificate Wizard [ X]
Delayed or Immediate Request
You can prepare a request to be sent later, or you can send one ®
immediately. \

Do you want to prepare a certificate request to be sent later, or do you want to send it
immediately to an online certification authority?

" Prepare the request now, but send it later

% Send the request immediately to an online certification authorityé

< Back I Next > I Cancel
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Enter the friendly name for the certificatehis is just for identification when selecting the certificate,
and select the appropriate bit lengtMore bits is more secure, but slower. Clidéxt.

IIS Certificate Wizard E3 |
Name and Security Settings
Your new certificate must have a name and a specific bit length. ®
\

Type a name for the new certificate. The name should be easy for you ta refer to and
remember.

Name:

Default \Web Site

The bit length of the encryption key determines the certificate's encryption strength.
The agreater the bit length, the stronger the security. However, a areater bit length may
decrease performance.

Bit length: | 1024 j

™ Select cryptographic service provider [CSP) for this certificate

< Back I Next > I Cancel
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Enter the name for thé©rganization andOrganizational Unit ClickNext

IIS Certificate Wizard

Organization Information
Your certificate must include information about your organization that
distinguishes it from other organizations.

&

Select or type your organization's name and your organizational unit. This is typically the

leaal name of your organization and the name of your division or department.

For further information, consult certification authority's Web site.

Drganization:

LSC =]

Organizational unit:

fLsc =]

< Back I Next > I

Cancel

63
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Enter thecommon nameof the website. This is the name that will be entered as a URL. If the name
entered here is not what is put in aselserver name in the URL, a certificate about-méched server
names will appear to the client. Cliblext

IIS Certificate Wizard [ X I
Your Site's Common Name
Your Web site's common name is its fully qualified domain name. ®
N

Type the common name for your site. If the server is on the Intermet, use a valid DNS
name. If the server is on the intranet, you may prefer to use the computer's NetBlOS
name.

If the common name changes, you will need to obtain a new certificate.

LCommon name:

< Back I Next > I Cancel
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Enter the locale infomation. ClickNext.

IIS Certificate Wizard
Geographical Information
The certification authority requires the following geographical information. ®
\

Country/Region:
|US (United States) |

State/province:

|Ca =
City/locality:

ILos Angeleg L‘

State/province and City/locality must be complete, official names and may not contain
abbreviations.

< Back I Next > I Cancel

65
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Enter the desired SSL port. HTTPS defaults to port 443. If an alternate port is selected, this must be
reflected in the URL as HTTPS://addrpeg_number... ClickNext

1S Certificate Wizard ]|
SSL Port
Specify the S5L port for this web site. ®
N

SSL port this web site should use:
443

< Back I Next > I Cancel
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Select the Certification authority to create the request with. Qllelkt.

IIS Certificate Wizard =
Choose a Certification Authority
Certificate requests are sent to a certification authority available on your Q
network. N

Select a certification authority to process your request.

LCertification authorities:

2k8r2-3.demo.msfthdemo-2KB8R 2-3-CA

< Back I Next > I Cancel I

On the summary page, ensure the certificate is correct and Mok

IIS Certificate Wizard X

Certificate Request Submission
You have chosen to submit the following certificate request. ®

To submit this request, click Next.

Certification Authaority: 2k8r2-3.demo.msft
demo-2K8R2-3-C4

Request parameters:

Issued To 2k332-umpweb|

Friendly Name Default \Web Site

Country/Reaion us

State / Province CA

City Los Angeles

Organization LSC

Organizational Unit LSC

< Back I Next > l Cancel
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ClickFinish

IIS Certificate Wizard E3
Completing the Web Server

% Certificate Wizard
I

You have successfully completed the \Web Server
Certificate wizard.

A certificate is now installed on this server.

If you need to renew, replace, or delete the certificate in the
future, you can use the wizard again.

Tao close this wizard, click Finish.
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To view the certificate once installed, on tbérectory Securitytab, selectView Certificatefrom the
Secure communicationarea.

Default Web Site Properties [ 2] X] I

webSite | Performance | 1SAPIFiters | HomeDirectory | Documents
Directory Security I HTTPHeaders |  CustomErrors |  ASP.NET

— Authentication and access control

Enable anonymous access and edit the
w authentication methaods For this resource. Edit... |

—IP address and domain name restrictions

() Grant or deny access to this resource using
IP addresses or Internet domain names.

Edit...

—Secure communications

Require secure communications and
enable client certificates when this
resource is accessed.

:Server Certificate. ., :

Yiew Certificate. .. |

Edi... |

QK Cancel Apply I Help I
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ClickOKto close the certificate properties.

Certificate k3 E3

General lDetaiIsI Certification Path |

y =t | Certificate Information

This certificate is intended for the following purpose(s):
«Ensures the identity of a remote computer|

Issued to: 2k332-umpweb
Issued by: demo-2K8R2-3-CA

¥alid from 6/21/2011 to 6/20/2013

?} ‘You have a private key that corresponds to this certificate.

Issuer Statement I

70
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To configure the requirements for SSL, Onfectory Securitytab, clickEditfrom the Secure
communicationsarea.

Default Web Site Properties Ed B3
WebSite | Performance I ISAPI Filters I Home Directory I Documents

Directory Security l HTTP Headers |  CustomErors | ASP.NET

— Authentication and access control

Enable anonymous access and edit the
w authentication methods for this resource. Edit... I

—IP address and domain name restrictions

(=) Grant or deny access to this resource using
IP addresses or Internet domain names.

Edt... |

— Secure communications

Require secure communications and =
enable client certificates when this server Certificate. .. |

resource is accessed.

Yiew Certificate. .. |

QK Cancel Apply Help
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To require the use of SSL, selReqjuire secure channel (SSIp require 128 bit encryption, also select
Require 128&bit encryption. No furtherconfigurations are required. Cli€kKto close the properties.

Secure Communications [ X|

v Require secure channel (SSL)

IV Require 128-bit encryption:

 Client certificates
' Ignore client certificates
" Accept client certificates
" Require client certificates

™ Enable client certificate mapping

Client certificates can be mapped to Windows user
accounts. This allows access control to resources using :
client certificates. Edit. |

™ Enable certificate trust list
current CTL | 2

MEW, . | Edit. .. I

| QK I Cancel | Help I
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To see the correct port assignment on the Web Site tab, OK aogewe the properties. The SSL port
should now be set to the value determined earlier during the SSL certificate assignment.

Default Web Site Properties K E3 |

Directory Security I HTTP Headers | Custom Errors | ASP.NET I
Web Site I Performance | ISAPIFiters | Home Directory | Documents |

—\Web site identification

Description: efault Web Site

IP address: |(.0.II Unassigned) _'_l Advanced... |
TCP port: Iso SSLport: | 443

— Connections

Connection timeout: I 120 seconds

[V Enable HTTP Keep-alives

—Iv Enable logging

Active log format:

[w3C Extended Log File Format v| Properties... |

[ ok | cancel | el Help

SSL WITH IS TITH AN EXISTING CER

In order to encrypt transmissions from the web server (11S) to the client browser, to protect the

privileged passwords while they are in transit, it is necessary to configure SSL. This product does not ship
with a preconfigured SSL certificate. Certifieatcan be obtained through a public certification authority

or through an internal private certificate authority or numerous free utilities, or in lIS 7.x, with a

seltsigned certificate. The following steps presume that a certificate is already installge host web

server and must be requested.



Installation of Prerequisites 74

Open Internet Information Services (1IS) Manager from the Administrative Tools. Go the server's node
and open Server Certificates.

IIS

@ =0 | =P
= g (V] ES S it P
ASP Authentication Compression Default Directory Error Pages Hand
Document Browsing Mappil
— =1 R __f=h o= e

= A= == =9 | = |
& il 2| S- ey
Logaing MIME Types Madules Qutput Request \Waork
Caching Filtering Proces

If certificates are installed on the system, they will be listed in the Server Certificates area.

qgl Server Certificates

Use this feature to request and manage certificates that the Web server can use with Web sites configured For SSL.

00 PM  DAGEG10DFO1F1B39D

Go the website that hosts the products web pages or hosts the virtual directory for the web pages. In the
Actionspane, clickBindings

";'E Internet Information Services (IIS) Manager M=] B3
@ . | @ » a2z » Sies » DefaultwebSite » & < @ -
File  Yiew Help
e',' |) 7 |&, Default Web Site 42 Explore =
o ,'Q‘a Start Page Home Edit Permissions...
. @3 : )
= 3 2’K8R2 2 (DEMOYIscadmin) Eitar: ™ " Bl
£ .__:? Application Pools
-[@] Sites ASP.NET = Bindings...
= 0 Default Web Site ]:] Basic Settings...
- | aspnet_client 55% & 2
[ PWCieb < N~ Yiew Applications
MET MNET : : . .
Authorization  Compilation s liplie (8 C 5
R;bi o Manage Web Site a)




Installation of Prerequisites 75

ClickAdd.

Site Bindings E3E3

Type | Host Name | Part | IP Address | Binding Add,..

http 30 *
Edliti.. I

< | i3

Close |

Select the protocol Type to b¢TTP%nd assign the preferred SBart. If an alternate port is selected,
this must be reflected in the URL as HTTPS://addreds number.... Select the appropriate certificate
from the SSL certificatelrop down list. ClickoK

Add Site Binding [ 2§ X]
Type: 1P address: Port:
Ihttps L‘ IAII Unassigned L' l443
Hast name:
SSL certificate:

| oK I Cancel I
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Note the HTTPS binding is now appended to the website. Cllisle

Site Bindings K
Type ] Host Mame [ Port ] IP Address ] Binding add...
http 80 *
https 443 * Edit... I
Remove l
Browse I
4 i

Close

To lequire the website use SSL, go the website that hosts the products web pages or the virtual directory

that hosts the web pages and from thi&area, operSSL Settings

IIS

"Tilhi @

ASP

&

=

Handler
Mappings

.tﬁ

Output
Caching

g’:
Authentication Compression

HTTP ISAPI Filters
Respo.

8
Request SSL Settings

Filtering

9
Default
Document

Logaing
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Set the option tadRequire SSIClickApply. No other configuration options are required.

S/ Apply
=y Cancel

@ SSL Settings

This page lets you modify the S5L
settings for the content of a Web site ® Help
or application. —

Online Help
V¥ Require 551

Client certificates:
' Ignore
" Accept
" Require

SSL WITH IISNO EXISTING CERT

In order to encrypt transmissions from the web server (11S) to the client browser, to protect the
privileged passwords while they are in trangiis necessary to configure SSL. This product does not ship
with a preconfigured SSL certificate. Certificates can be obtained through a public certification authority
or through an internal private certificate authority or numerous free utilities, dfSn7.x, with a

seltsigned certificate. The following steps presume that a certificate is NOT already installed on the host
web server and must be requested.

Open Internetinformation Services (1IS) Managéom the Administrative Tools Go the server'aode
and openServer Certificates

IIS
& 3 | ‘:'_'-: .| pi iy "53’
= ‘,}?__}\ V] S 2 &=
ASP Authentication Compression Default Directory Error Pages Hand
Docurment Browsing Mappil
__ - - e ; o
—x - E {
An= == 2H ;ﬁ — -
8 I (- o= &
Logaing MIME Types Modules Qutput Request Work
Caching Filtering Certificates Proces
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To create a selfigned certificate, on thActionspane, clickCreate SelSigned Certificate

Type in a friendly name for easy identification and diik The certificate will be created and added to
the list of certificategnstalled on the server.




































































































































































































































































































































