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LICENSE AGREEMENT 

This is a legal and binding contract between you, the end user, and Lieberman Software Corporation. By 

using this software, you agree to be bound by the terms of this agreement. If you do not agree to the 

terms of this agreement, you should return the software and documentation as well as all accompanying 

items promptly for a refund. 

1. Your Rights: Lieberman Software hereby grants you the right to use User Manager Pro to manage the 

licensed number of systems purchased. This software is licensed for use by a single client and its 

designated employees, contractors and authorized 3rd parties to manage the systems owned/used by a 

single client.  The software license may not be shared with unrelated 3rd parties.   

The serial number provided by Lieberman Software is designed for installation on a specific machine.  

You many install an unlimited number of copies of User Manager Pro for your administrators that 

connect to the single licensed machine.  All administrators can share the pool of purchased managed 

node licenses. 

There are no limits to the number of web servers or clients that may access the data stored by your 

ƭƛŎŜƴǎŜŘ ŎƻǇȅ ƻŦ ¦ǎŜǊ aŀƴŀƎŜǊ tǊƻΦ  ¸ƻǳ Ƴŀȅ ƛƴǎǘŀƭƭ ŀƴŘ ǳǎŜ ǘƘŜ ά¦ǎŜǊ aŀƴŀƎŜǊ tǊƻΥ ²Ŝō LƴǘŜǊŦŀŎŜ ǘƻ 

Random Password Generator Password Recovery ConǎƻƭŜέ ǿƛǘƘ ȅƻǳǊ Řǳƭȅ ƭƛŎŜƴǎŜŘ ŎƻǇȅ ƻŦ ¦ǎŜǊ aŀƴŀƎŜǊ 

Pro + Random Password Generator without any additional payment to Lieberman Software.   

The cost of Microsoft web servers, SSL certificates, and other supporting equipment and technology are 

the sole responsibility of the user of this software-not Lieberman Software. 

2.  Copyright. The SOFTWARE is owned by Lieberman Software and is protected by United States 

copyright law and international treaty provisions. Therefore, you must treat the software like any other 

copyrighted material (e.g. a book or musical recording) except that you may either (a) make one copy of 

the SOFTWARE solely for backup and archival purposes, or (b) transfer the SOFTWARE to a single hard 

disk provided you keep the original solely for backup and archival purposes. The manual is a copyrighted 

work also--you may not make copies of the manual for any purpose other than the use of the software. 

3.  Other Restrictions: You may not rent, lease, or transfer the SOFTWARE to any other entity. You may 

not reverse engineer, de-compile, or disassemble the SOFTWARE that is provided solely as executable 

programs (EXE files). If the SOFTWARE is an update, any transfer must include the update and all prior 

versions. 

4. Notice: This software contains functionality designed to periodically notify Lieberman Software of 

demo usage and of the detection of suspected pirated license keys. By using this software, you consent 

to allow the software to send information to Lieberman Software under these circumstances, and you 

agree to not hold Lieberman Software responsible for the use of any or all of the information by 

Lieberman Software or any third party. 
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When used lawfully, this software periodically transmits to us the serial number and network 

identification information of the machine running the software.  No personally identifiable information 

or usage details are transmitted to us in this case.  The program does not contain any spyware or 

remote control functionality that may be activated remotely by us or any other 3rd party. 

 

 
Lieberman Software Corporation 

1900 Avenue of the Stars 

Suite 425 

Los Angeles 

CA 90067 

310.550.8575 

Internet E-Mail: support@liebsoft.com 

Website: http://www.liebsoft.com  
 

LIMITED WARRANTY 

The media (optional) and manual that make up this software are warranted by Lieberman Software 

Corporation to be free of defects in materials and workmanship for a period of 30-days from the date of 

your purchase. If you notify us within the warranty period of such defects in material and workmanship, 

we will replace the defective manual or media. 

The sole remedy for breach of this warranty is limited to replacement of defective materials and/or 

refund of purchase price and does not include any other kinds of damages. 

Apart from the foregoing limited warranty, the software programs are provided "AS-IS", without 

warranty of any kind, either expressed or implied. The entire risk as to the performance of the programs 

is with the purchaser. Lieberman Software does not warrant that the operation will be uninterrupted or 

error-free. Lieberman Software assumes no responsibility or liability of any kind for errors in the 

programs or documentation of/for consequences of any such errors. 

This agreement is governed by the laws of the State of California. 

Should you have any questions concerning this Agreement, or if you wish to contact Lieberman 

Software, please write: 

Lieberman Software Corporation 

1900 Avenue of the Stars 

Suite 425 
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Los Angeles 

CA 90067 

You can also keep up to date on the latest upgrades via our website at http://www.liebsoft.com  or 

e-mail us at: sales@liebsoft.com. 

 





 

 13 

 

In order to perform an installation of Account Reset Console you will require only a few items: 

4 Windows Server - workstation fine for testing 

4 Internet Information Services (IIS) with support for Active Server Pages and ASP.NET Enabled 

4 .NET Framework v3.5 SP1 

4 MS SQL database - SQL Express fine for testing 

4 A privileged account for the COM object 

4 Specific communication ports 

The following sections will outline the requirements and rights required to perform a successful 

installation of Account Reset Console. 

IN THIS CHAPTER 

Windows Server Requirements ............................................................... 13 

Windows Workstation Requirements ..................................................... 14 

Internet Information Services ................................................................. 16 

MS SQL Database .................................................................................... 17 

COM Object Account ............................................................................... 17 

Port Requirements .................................................................................. 18 

 

 

WINDOWS SERVER REQUIREMENTS 

A Windows Server operating system will be required for a production installation of Account Reset 

Console. Account Reset Console will work fine on a physical server or a virtual machine. For lab/testing 

environments, a workstation class operating system will suffice. All Service Pack levels and editions are 

supported except where specifically noted. Supported versions of Windows are: 

PREREQUISITES 
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4 Windows XP Professional, 32bit version* 

4 Windows XP Professional, 64bit version*,** 

4 Windows 7, 32bit version* 

4 Windows 7, 64bit version*,** 

4 Windows Server 2003, 32bit version 

4 Windows Server 2003, 64bit version** 

4 Windows Vista Business Edition or higher, 32bit version* 

4 Windows Vista Business Edition or higher, 64bit version*,** 

4 Windows Server 2008, 32bit version 

4 Windows Server 2008, 64bit version** 

4 Windows Server 2008 R2, 32bit version 

4 Windows Server 2008 R2, 64bit version** 

*These versions are not supported for a production implementation; these versions should only be used 

in a testing scenario. 

**This application is provided as a 32bit or 64bit application. Either version may be installed on a 64bit 

system. If the 32bit version is installed on a 64bit host system, it will run in a WOW64 environment on a 

64bit system. 

Keeping in mind best practices regarding Windows and MS SQL hardware requirements, Account Reset 

Console will also require: 

4 256MB of RAM 

4 Approx. 50MB of Hard Drive Space 

4 .NET Framework v3.5 SP1 

This manual does not cover installation of Windows. 
 

WINDOWS WORKSTATION REQUIREMENTS 

Account Reset Console provides an optional component called a Logon Provider. The logon provider 

provides for an addition to the logon dialog (post CTRL+ALT+DEL) where a user can reset and/or unlock 

their account. The provided benefit is that a user would not need access to help desk, a kiosk, or a 

co-workers computer to get to the website to reset and/or unlock their own account. The user will also 

not need to remember the URL for the ARC installation. 

The logon provider can be installed locally (manual or scripted) or pushed out with package management 

software such as Microsoft's System Center Configuration Manager, Active Directory, or others.  
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There are different providers for dealing with 64 bit systems or 32 bit systems. Both are provided in the 

download package. Both can be installed on workstation or server class operating systems. The following 

operating systems are supported for installation: 

4 Windows XP Professional, 32bit version 

4 Windows XP Professional, 64bit version 

4 Windows 7, 32bit version 

4 Windows 7, 64bit version 

4 Windows Server 2003, 32bit version 

4 Windows Server 2003, 64bit version 

4 Windows Vista Business Edition or higher, 32bit version 

4 Windows Vista Business Edition or higher, 64bit version 

4 Windows Server 2008, 32bit version 

4 Windows Server 2008, 64bit version 

4 Windows Server 2008 R2, 32bit version 

4 Windows Server 2008 R2, 64bit version 

The Account Reset Console Credential Provider is not a standalone piece of software; it cannot function 

without Account Reset Console. Version number of the LP and ARC should match. This means if ARC is 

v5.5, then the LP should also be version 5.5. The Credential Provider can only be installed on the 

operating systems mentioned above. Lieberman Software does not endorse or support the installation of 

this product on any other operating system than those listed above. 

The Logon Provider can be deployed by manual installation, by use of group policy software distribution, 

or any other method which may support the distribution of Microsoft MSI packages. The installation of 

this software will require your systems to reboot when installation is complete. 

To check the version of Account Reset Console, navigate to the ARC website. In the lower-right of the 

page will be the version information. 

 

While logged in as an ARC administrator, navigate to Management | Self Reset and enable the following 

options in the Forgotten Password & Locked Out Features section: 
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4 Allow users to reset their own passwords via ID verification (Logon Provider) 

4 Allow users to unlock their own account via ID verification (Logon Provider) 

 

The remainder of the options are discussed in the Admin guide. 

LŦ ȅƻǳ ƘŀǾŜ ŀƴȅ ǉǳŜǎǘƛƻƴǎ ƻǊ ŎƻƴŎŜǊƴǎ ŀōƻǳǘ ǘƘƛǎ ǇǊƻƎǊŀƳΩǎ ƛƴǎǘŀƭƭŀǘƛƻƴ ƻǊ ƻǇŜǊŀǘƛƻƴ ōŜŦƻǊŜ ƻǊ ŀŦǘŜǊ ƛǘ Ƙŀǎ 

been installed, please contact our support department for assistance. Incorrect installation or poor 

security practices could allow the compromise of your passwords. 
 

INTERNET INFORMATION SERVICES 

Supported versions of IIS include: 

4 IIS 5.1* 

4 IIS 6.0** 

4 IIS 7.x** 

Internet Information Services (IIS) requires the following options be installed/configured: 

4 Active Server Pages (ASP) 

4 ASP.NET 

4 Static Content 

4 Default Document 

4 IIS6 compatibility (IIS 7.x options) 

* IIS 5.1 is a light/limited version of IIS included with Windows XP Professional and should not be used 

for production environments. 

Installation and configuration of IIS will be covered in the next section. 
 



 

Prerequisites 17 

 

MS SQL DATABASE 

A Microsoft SQL database will be required at the time of installation and is used for Account Reset 

Console's logging database; all actions performed within the tool are logged to this database. This 

database may also be used for the storage of verification questions and answers which are used during 

self service reset - when a user reset's their own password, or potentially when a help desk user resets a 

user's password. 

You may use an existing installation of MS SQL or you may implement a new instance of SQL on the same 

server or a different server. 

You may use Integrated Authentication or explicit SQL authentication; integrated authentication is the 

preferred method of connection as it does not require storage of any connection credentials by the host 

system. 

Supported versions of MS SQL include: 

4 MS SQL Express 2005 32bit or 64bit* 

4 MS SQL Express 2008 32bit or 64bit* 

4 MS SQL Express 2008 R2 32 or 64bit* 

4 MS SQL 2005, 32bit or 64bit 

4 MS SQL 2008, 32bit or 64bit 

4 MS SQL 2008 R2, 32bit or 64bit 

4 MS SQL 2012 

*SQL Express versions are not recommended or supported for production implementations and should 

be used for testing scenarios only. 

Installation and configuration of MS SQL 2008 will be covered in the next section. 
 

COM OBJECT ACCOUNT 

Account Reset Console performs all of its actions via a COM+ object. This object requires the use of a 

privileged account. This account should be a domain member and have the following rights and 

memberships: 

4 Administrator of the web server 

4 Account Operator in the domain* 

4 Log on as a batch job 

*If multiple domains trusting domains will be managed by a single implementation of Account Reset 

Console, the COM account must be in the target domain's Account Operators group as well.  
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Pre-configuration of this account will be covered in the next section. 
 

PORT REQUIREMENTS 

Following are the required ports that will be used with account reset console: 

80/443/other - HTTP/HTTPS port required for access to the web based application. SSL (HTTPS) can be 

configured if you implement an SSL certificate for your web server 

137,138,139 or 445 - SMB access to the domain controller to reset a user's password 

1433/other - MS SQL communications. This is the default port and can be changed by the SQL 

administrator. 
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This section shows the installation and configuration of Account Reset Console's prerequisites on an 

existing Windows Installation. You will require access to your Windows source files and administrative 

rights on the host system in order to perform the actions outlined in the following sections. 

IN THIS CHAPTER 

Installing and Configuring IIS ................................................................... 21 

MS SQL..................................................................................................... 87 

Configure the COM Object Account ...................................................... 105 

 

 

INSTALLATION OF PREREQUISITES 
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INSTALLING AND CONFIGURING IIS 

The following sections detail how to install and configure IIS on their respective host operating systems. 

IN THIS CHAPTER 

Windows 2003 and IIS ............................................................................. 22 

Windows 2008 and IIS ............................................................................. 29 

How to Configure SSL .............................................................................. 46 
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WINDOWS 2003 AND IIS 

To install Internet Information Services in Windows 2003, open Control Panel and click Add/Remove 

Programs followed by the Add/Remove Windows Components button on the left side of the dialog. 
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In the Windows Components Wizard dialog, highlight Application Server and click Details. 
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Enable ASP.NET and Internet Information Services (IIS). Enabling IIS will enable the option with a gray 

check box and will also automatically enable Enable network COM+ access. Highlight Internet 

Information Services and click Details. 

 

Highlight World Wide Web Service and click Details. 
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Click OK two times. This will return to the Windows Components Wizard dialog. Click Next to begin the 

installation and configuration of Internet Information Services. 

Windows will begin the setup and configuration of IIS. When the file operations are complete, click 

Finish to close the wizard. 

 

The IIS administrators console may be launched by selecting Internet Information Services (IIS) Manager 

from the Administrative Tools menu or by typing inetmgr at the command prompt or run menu. 

It is necessary to create and assign an application pool that uses .NET 2.0 and classic authentication. 
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Open IIS and go to Application Pools, right-click and select New | Application Pool. Give the application 

pool a name and select to Use default settings for new application pool, then click OK. If using IIS 7.x, 

skip this step. 
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Go to the ARC installation within IIS, typically found at Default Web Site | ArcWeb. Open the properties 

of the installation and go to the Home Directory tab or Virtual Directory tab as appropriate. Select the 

new application pool and then click OK. 

 
 

ENABLE ASP.NET SUPPORT FOR IIS 6 

If installing this application onto an existing web server and ASP.NET was not previously enabled, 

ASP.NET may be enabled by following the procedures outlined in the Windows 2003 and IIS section or 

by simply enabling it the IIS admin console. 
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To enable Active Server Pages on an existing installation of IIS, open Internet Information Services (IIS) 

Manager from Administrative Tools or by typing inetmgr at the Run menu. In IIS, select the Web 

Services Extension node. In the details pane (the right pane), select ASP.NET vX and note how its status 

is set to "prohibited". Click the Allow button to allow Active Server Pages to be served from IIS. 

 

No further actions are required for IIS. 
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WINDOWS 2008 AND IIS 

The installation experience for IIS 7.5 on Server 2008 R2 is identical and the same procedures can be 

followed. 

IIS 7 requires the following role services be included when installing IIS 7: 

4 Static Content 

4 Default Document 

4 HTTP Errors 

4 ASP ς active server pages (NOT ASP.net) 

4 Static compression - optional 

4 IIS6 management compatibility 

Any items that these components want to add will also need to be included. 

To install Internet Information Services in Windows 2008, open Server Manager and select the Roles 

node. In the details pane (right side), click the Add Roles link to start the Server Roles Wizard. 
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From the Add Roles Wizard dialog, select Web Server (IIS) and click Next. 

 



 

Installation of Prerequisites 31 

 

Click Next on the description page. 

 

On the Select Role Services page, under the Application Development header, select ASP and ASP.NET. 

By default Windows 2008 or later does not enable support for Active Server Pages, it is added during the 

installation of IIS by following these steps. If using an existing installation of IIS where support for Active 

Server Pages has not been enabled, please see Enable ASP Support for IIS 7 to enable support for it. 
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By default Windows 2008 or later does not enable support for ASP.NET, it is added during the installation 

of IIS by following these steps. If using an existing installation of IIS where support for Active Server 

Pages has not been enabled, please see Enable ASP.NET Support for IIS 7 (on page 38) to enable support 

for it. 
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If prompted to Add role services required for ASP.NET, click Add required role services.  

 

On the Select Role Services page, under the Management Tools header, select IIS 6 Management 

Compatibility which will also select all sub components. Click Next to continue. 
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By default Windows 2008 does not enable support for IIS 6 Management Compatibility, it is added 

during the installation of IIS by following these steps. If using an existing installation of IIS where support 

for IIS 6 has not been enabled, please see Enable IIS6 Compatibility Support for IIS 7 (on page 42) to 

enable support for it. 
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On the Confirm Installation Selections page, click Install. 
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Windows will begin the setup and configuration of IIS. When the file operations are complete, click Close 

to close the wizard. 

 

The IIS administrators console may be launched by selecting Internet Information Services (IIS) Manager 

from the Administrative Tools menu, by selecting Web Server under the Roles node in Server Manager, 

or by typing inetmgr at the command prompt or run menu. 
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Open IIS and go to Application Pools, right-click and select Add Application Pool. Give the application 

pool a name and select to use .Net Framework v2.0 and set the Managed pipeline mode to Classic then 

click OK. 
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Go to the ARC installation within IIS, typically found at Default Web Site | ArcWeb. Click OK twice to 

complete the configuration. 

 
 

ENABLE ASP.NET SUPPORT FOR IIS 7 

If installing this application onto an existing web server and ASP.NET was not previously enabled, turn it 

on by using following the procedure. 
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In Server Manager select the Roles node, expand the Web Server (IIS) heading and click on the Add Role 

Services link. 

 

On the Select Role Services page, under the Application Development header, select ASP.NET. 
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T 
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If prompted to Add role services required for ASP.NET?, click Add required role services. This will 

automatically add ISAPI Extensions. 
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On the Select Role Services page, click Next. On the Confirm Installation Selections page, click Install. 

Windows will begin the setup and configuration of IIS. When the file operations are complete, click Close 

to close the wizard. 

 

There are no further actions to perform once the wizard completes. 

 
 

ENABLE IIS6 COMPATIBILITY SUPPORT FOR IIS 7 

If installing this application onto an existing web server and IIS 6 Compatibility was not previously 

enabled, turn it on by using following the procedure. 
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In Server Manager select the Roles node, expand the Web Server (IIS) heading and click on the Add Role 

Services link. 
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On the Select Role Services page, under the Management Tools header, select IIS 6 Management 

Compatibility which will also select all sub components. Click Next to continue. 
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On the Select Role Services page, click Next. On the Confirm Installation Selections page, click Install. 

Windows will begin the setup and configuration of IIS. When the file operations are complete, click Close 

to close the wizard. 

 

There are no further actions to perform once the wizard completes. 
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HOW TO CONFIGURE SSL 

This product does not ship with an SSL certificate for encryption between the password retrieval website 

and the client browser. This means it is up to the web server admin to configure SSL and determine 

which certificate to use. 

See the following pages for configuring SSL on either IIS 6 or IIS 7+. 
 

SSL WITH IIS 6 - WITH AN EXISTING CERT 

In order to encrypt transmissions from the web server (IIS) to the client browser, to protect the 

privileged passwords while they are in transit, it is necessary to configure SSL. This product does not ship 

with a pre-configured SSL certificate. Certificates can be obtained through a public certification authority 

or through an internal private certificate authority or numerous free utilities. The following steps 

presume that a certificate is already available and installed on the host web server. 

Open Internet Information Services (IIS) Manager from the Administrative Tools. Go the website that 

hosts the products web pages or hosts the virtual directory for the web pages. 
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Note that the SSL port is likely empty indicating that no SSL configurations have been previously 

performed. 
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On the Directory Security tab, click Server Certificate from the Secure communications area at the 

bottom of the tab. 
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The Welcome to the Web Server Certificate Wizard will appear. Click Next. 

 

Click Assign an existing certificate and click Next. 
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Select the appropriate certificate from the available list of certificates. Click Next. 
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Enter the desired SSL port. HTTPS defaults to port 443. If an alternate port is selected, this must be 

reflected in the URL as HTTPS://address:port_number/... Click Next. 
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On the summary page, ensure the certificate is correct and click Next. 

 

Click Finish. 
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To view the certificate once installed, on the Directory Security tab, select View Certificate from the 

Secure communications area. 
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Click OK to close the certificate properties. 
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To configure the requirements for SSL, On the Directory Security tab, click Edit from the Secure 

communications area. 
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To require the use of SSL, select Require secure channel (SSL). To require 128 bit encryption, also select 

Require 128-bit encryption. No further configurations are required. Click OK to close the properties. 
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To see the correct port assignment on the Web Site tab, OK and re-open the properties. The SSL port 

should now be set to the value determined earlier during the SSL certificate assignment. 

 
 

SSL WITH IIS 6 - NO EXISTING CERT 

In order to encrypt transmissions from the web server (IIS) to the client browser, to protect the 

privileged passwords while they are in transit, it is necessary to configure SSL. This product does not ship 

with a pre-configured SSL certificate. Certificates can be obtained through a public certification authority 

or through an internal private certificate authority or numerous free utilities. The following steps 

presume that a certificate is NOT already installed on the host web server and must be requested. 
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Open Internet Information Services (IIS) Manager from the Administrative Tools. Go the website that 

hosts the products web pages or hosts the virtual directory for the web pages. 

 

Note that the SSL port is likely empty indicating that no SSL configurations have been previously 

performed. 
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On the Directory Security tab, click Server Certificate from the Secure communications area at the 

bottom of the tab. 
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The Welcome to the Web Server Certificate Wizard will appear. Click Next. 

 

Select Create a new certificate and click Next. 
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If there is already an internal certificate authority that can assign tickets, select Send the request 

immediately to an online certification authority. If there is no CA and the request must be sent off to a 

third party (e.g. Verisign), then choose Prepare the request now, but send it later. Click Next. 
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Enter the friendly name for the certificate - this is just for identification when selecting the certificate, 

and select the appropriate bit length. More bits is more secure, but slower. Click Next. 
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Enter the name for the Organization, and Organizational Unit. Click Next. 

 



 

Installation of Prerequisites 64 

 

Enter the common name of the website. This is the name that will be entered as a URL. If the name 

entered here is not what is put in as the server name in the URL, a certificate about mis-matched server 

names will appear to the client. Click Next. 
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Enter the locale information. Click Next. 
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Enter the desired SSL port. HTTPS defaults to port 443. If an alternate port is selected, this must be 

reflected in the URL as HTTPS://address:port_number/... Click Next. 
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Select the Certification authority to create the request with. Click Next. 

 

On the summary page, ensure the certificate is correct and click Next. 
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Click Finish. 
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To view the certificate once installed, on the Directory Security tab, select View Certificate from the 

Secure communications area. 
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Click OK to close the certificate properties. 
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To configure the requirements for SSL, On the Directory Security tab, click Edit from the Secure 

communications area. 
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To require the use of SSL, select Require secure channel (SSL). To require 128 bit encryption, also select 

Require 128-bit encryption. No further configurations are required. Click OK to close the properties. 
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To see the correct port assignment on the Web Site tab, OK and re-open the properties. The SSL port 

should now be set to the value determined earlier during the SSL certificate assignment. 

 
 

SSL WITH IIS 7 - WITH AN EXISTING CERT 

In order to encrypt transmissions from the web server (IIS) to the client browser, to protect the 

privileged passwords while they are in transit, it is necessary to configure SSL. This product does not ship 

with a pre-configured SSL certificate. Certificates can be obtained through a public certification authority 

or through an internal private certificate authority or numerous free utilities, or in IIS 7.x, with a 

self-signed certificate. The following steps presume that a certificate is already installed on the host web 

server and must be requested. 
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Open Internet Information Services (IIS) Manager from the Administrative Tools. Go the server's node 

and open Server Certificates. 

 

If certificates are installed on the system, they will be listed in the Server Certificates area. 

 

Go the website that hosts the products web pages or hosts the virtual directory for the web pages. In the 

Actions pane, click Bindings. 
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Click Add. 

 

Select the protocol Type  to be HTTPS and assign the preferred SSL Port. If an alternate port is selected, 

this must be reflected in the URL as HTTPS://address:port_number/.... Select the appropriate certificate 

from the SSL certificate drop down list. Click OK. 
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Note the HTTPS binding is now appended to the website. Click Close. 

 

To require the website use SSL, go the website that hosts the products web pages or the virtual directory 

that hosts the web pages and from the IIS area, open SSL Settings. 
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Set the option to Require SSL. Click Apply. No other configuration options are required. 

 
 

SSL WITH IIS 7 - NO EXISTING CERT 

In order to encrypt transmissions from the web server (IIS) to the client browser, to protect the 

privileged passwords while they are in transit, it is necessary to configure SSL. This product does not ship 

with a pre-configured SSL certificate. Certificates can be obtained through a public certification authority 

or through an internal private certificate authority or numerous free utilities, or in IIS 7.x, with a 

self-signed certificate. The following steps presume that a certificate is NOT already installed on the host 

web server and must be requested. 

Open Internet Information Services (IIS) Manager from the Administrative Tools. Go the server's node 

and open Server Certificates. 
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To create a self-signed certificate, on the Actions pane, click Create Self-Signed Certificate. 

 

Type in a friendly name for easy identification and click OK. The certificate will be created and added to 

the list of certificates installed on the server. 

 
























































































































































































































